
Trico JIF 2023 Retreat
July 2023

Cyber



2



3

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjPm-Hgs4LhAhVRnuAKHascBpoQjRx6BAgBEAU&url=https://deadline.com/2018/02/hbo-developing-stuxnet-drama-based-on-alex-gibneys-zero-days-with-carnival-films-1202288985/&psig=AOvVaw3xpQcZvF5vjtEdJQ6ulonw&ust=1552679417668381
https://www.google.com/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjEqYOphfnaAhVlUd8KHc6NAAwQjRx6BAgBEAU&url=https://www.bleepingcomputer.com/news/security/thanatos-ransomware-is-first-to-use-bitcoin-cash-messes-up-encryption/&psig=AOvVaw1eieuh_HRyZbv0EHOXKj0U&ust=1525969444043803


4

IBM Security Report
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82% of Breaches involved the Human 
Element 

4 Key Paths to your Network

Verizon Data Breach Investigations Report



7

Victims of Cybercrime by Age Group
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Whose Responsibility is Cybersecurity?
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Passwords
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Overview of NJ Public Entity Events

By Event Type

By Department
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Our Neighbors’ Experiences 

Phishing Social Engineering Hacktivist Credential Stuffing

Accidental Release Unpatched Zero Day IoT Device
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Case #1

Employee receives 
password reset 
request from IT

Computer is locked Ransomware virus 
spreads

Attacker demands 
$5m to unencrypt 

and give back 
stolen data

Do You Pay?
Don’t Pay?
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Case #2

Personal login 
credentials for 

social media are 
breached

Attacker finds 
person’s work 
email address

Attacker tries social 
media password on 

work account

Attacker has full 
access to person’s 

work network

What were the 
security failures?
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Cyber Risk 
Management
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Cybersecurity Framework
• Asset Management – Inventory of your physical technology ecosystem

• Data Management – Inventory of your digital technology ecosystem

• Account Management – User account inventory and access security, including MFA

• Vulnerability Management – Vulnerability scans and patching cadence

• Logging – Logging practices

• Defensive Tools & Strategies – Antivirus, firewalls, rules and settings

• Cyber Hygiene – Employee training and testing

• 3rd Party Risk Management – Cybersecurity assessments of the organizations you do business with

• Policies & Procedures – Documentation of all security practices, Incident Response Plan and Business Continuity

• Penetration Testing – Network penetration testing
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Q & A
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 Closing Ports – Virtual or physical?

 Training – What if training is not 100%?  Part-time, per diem, on leave?

 Penetration Testing – What if Pen testing is not done yet?

 Monitoring Third Parties – Risk assessment tool?  Monitoring tool?

 Email Breach Monitoring Tool – Deep web monitoring?

Q & A
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Where do I 
Go for Help?
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GMIS: https://www.njgmis.org/

CIS / MS-ISAC: https://www.cisecurity.org/

CISA: https://www.cisa.gov/

NJCCIC: https://www.cyber.nj.gov/

US-CERT: https://www.us-cert.gov/

Your insurance company

Various Organizations

https://www.njgmis.org/
https://www.cisecurity.org/
https://www.cisa.gov/
https://www.cyber.nj.gov/
https://www.us-cert.gov/ccubedvp/business
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Cyber JIF Website: https://cyberjif.org/

https://njmel.org/
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